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Abstract: With the popularity of wearable devices, along with the development of clouds and cloudlet 

technology, there has been increasing need to provide better medical care. The processing chain of medical 

data mainly includes data collection, data storage and data sharing, etc. Traditional healthcare system often 

requires the delivery of medical data to the cloud, which involves users’ sensitive information and causes 

communication energy consumption. Practically, medical data sharing is a critical and challenging issue. 

Thus, in this paper, we build up a novel healthcare system by utilizing the flexibility of cloudlet. The 

functions of cloudlet include privacy protection, data sharing and intrusion detection. In the stage of data 

collection, we first utilize Number Theory Research Unit (NTRU) method to encrypt user’s body data 

collected by wearable devices. Those data will be transmitted to nearby cloudlet in an energy efficient 

fashion. Secondly, we present a new trust model to help users to select trustable partners who want to share 

stored data in the cloudlet. The trust model also helps similar patients to communicate with each other 

about their diseases. Thirdly, we divide users’ medical data stored in remote cloud of hospital into three 

parts, and give them proper protection. Finally, in order to protect the healthcare system from malicious 

attacks, we develop a novel collaborative intrusion detection system (IDS) method based on cloudlet mesh, 

which can effectively prevent the remote healthcare big data cloud from attacks. Our experiments 

demonstrate the effectiveness of the proposed scheme. 

 

Index Terms - Privacy protection, data sharing, collaborative intrusion detection system (IDS), healthcare. 

 

I.INTRODUCTION 

Cloud computing is the use of computing resources (hardware and software) that are delivered as a service 

over a network (typically the Internet). The name comes from the common use of a cloud-shaped symbol 

as an abstraction for the complex infrastructure it contains in system diagrams. Cloud computing entrusts 

remote services with a user's data, software and computation. Cloud computing consists of hardware and 

software resources made available on the Internet as managed third-party services. These services typically 

provide access to advanced software applications and high-end networks of server computers. The goal of 

cloud computing is to apply traditional supercomputing, or high-performance computing power, normally 

used by military and research facilities, to perform tens of trillions of computations per second, in 

consumer-oriented applications such as financial portfolios, to deliver personalized information, to provide 

data storage or to power large, immersive computer games. The cloud computing uses networks of large 

groups of servers typically running  low-cost consumer PC technology with specialized connections 

to spread data-processing chores across them. This shared IT infrastructure contains large pools of 

systems that are linked together. Often, virtualization techniques are used to maximize the power of cloud 
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computing. 

 
1.1 Existing System 

Existing systems for privacy protection and intrusion avoidance in cloudlet-based medical data sharing 

typically integrate advanced encryption methods for data at rest and in transit, employ robust access control 

mechanisms such as role-based and attribute-based access control, and utilize multi-factor authentication 

for secure access. They also implement comprehensive audit logs and real-time monitoring to detect and 

respond to suspicious activities, and use intrusion detection and prevention systems to safeguard against 

threats. Data anonymization and de-identification techniques are employed to protect patient privacy, while 

secure data sharing protocols, including block chain and federated learning, ensure secure and efficient data 

transactions. These systems often rely on VPNs and secure tunneling for safe communication, and 

incorporate data integrity mechanisms like hash functions and digital signatures. Compliance with 

regulations such as HIPAA and GDPR is maintained to ensure legal and ethical standards are met. 

1.1.2 Challenges 

 Although this method can provide result ranking, in which people are interested, the amount of 

calculation could be cumbersome. 

 How to make sure the data sharing in cloudlet will not cause privacy problem? 

 How to effectively protect the whole system from malicious attacks? 

 

1.2 Proposed system: 

A cloudlet-based healthcare system is presented, where the privacy of users’ physiological data and the 
efficiency of data transmissions are our main concern. We use NTRU for data protection during data 

transmissions to the cloudlet. In order to share data in the cloudlet, we use users’ similarity and reputation 
to build up trust model. Based on the measured users’ trust level, the system determines whether data 

sharing is performed. We divide data in remote cloud into different kinds and utilize encryption mechanism 

to protect them respectively. We propose collaborative IDS based on cloudlet mesh to protect the whole 
healthcare system against malicious attacks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1: Work Flow 
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1.2.1 Advantages 

 We use mechanism to make sure the transmission of users’ data to cloudlet in secure. 

 We use trust model to measure users’ trust level to judge whether to share data or not. 

 For privacy-preserving of remote cloud data, we partition the data stored in the remote cloud and encrypt the 

data in different ways, so as to not just ensure data protection but also accelerate the efficacy of transmission. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2 Privacy Protection and Intrusion Avoidance 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3 Cloud Computing 
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II LITERATURE REVIEW 

 

The literature on privacy protection and intrusion avoidance for cloudlet-based medical data sharing highlights 

the integration of robust encryption methods, such as AES for data at rest and TLS for data in transit, and the 

implementation of role-based and attribute-based access controls to manage data permissions securely. Studies 

emphasize the necessity of multi-factor authentication, real-time monitoring, and the use of intrusion detection 

and prevention systems to safeguard against unauthorized access and threats. Techniques for anonymization and 

de-identification are employed to protect patient privacy, while block chain and federated learning are proposed 

for secure and transparent data sharing. Compliance with regulations like HIPAA and GDPR is essential for 

legal and ethical data management. Despite significant advancements, challenges remain in scalability, 

interoperability, and addressing emerging threats, necessitating ongoing research to ensure secure and efficient 

medical data sharing. 

 

1. Introduction to Cloudlet-Based Medical Data Sharing 

 

Cloudlet-based medical data sharing leverages the concept of cloudlets—small-scale cloud computing data 

centers located close to the end-users—to enhance the efficiency and latency of healthcare data processing and 

sharing. This paradigm is increasingly vital due to the massive amount of data generated bymedical devices and 

the need for real-time access and analysis. 

 

2. Privacy Protection Mechanism 

 
Encryption Techniques: Several studies highlight the importance of robust encryption methods to protect 

medical data. Zhang et al. (2018) emphasize the use of Advanced Encryption Standard (AES) for data at rest 
and Transport Layer Security (TLS) for data in transit to ensure confidentiality and integrity. 

 

Access Control: Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) are widely 
studied for managing permissions. According to Wang et al. (2017), RBAC effectively limits access based on 

user roles, while ABAC provides fine-grained access control based on attributes, offering flexibility and 
enhanced security. 

 

Anonymization and De-Identification: Techniques for anonymizing and de-identifying medical data to protect 

patient privacy are extensively discussed. For instance, Li et al. (2019) propose a de-identification framework 

that removes personally identifiable information (PII) from datasets without compromising the utility of the data 

for analysis 

 

3. Intrusion Avoidance Techniques 

 

Intrusion Detection and Prevention Systems (IDS/IPS): IDS and IPS are critical for identifying and 

mitigating security breaches. Studies by Kim et al. (2016) demonstrate the efficacy of these systems in 

monitoring network traffic for anomaliesand preventing unauthorized access. 

 

Audit Logs and Real-Time Monitoring: The use of audit logs for tracking data access and modifications is 

well-documented. Real- time monitoring systems, as discussed by Kumar et al. (2020), help detect suspicious 

activities promptly, enabling quick response to potential threats. 

 

4. Secure Data Sharing Protocols 

 

Blockchain Technology: Blockchain is increasingly proposed for secure and transparent medical data sharing. 

According to Yue et al. (2018), blockchain provides an immutable ledger for recording data transactions, 

ensuring data integrity and traceability. 
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Federated Learning: Federated learning allows multiple institutions to collaborate on machine learning models 
without sharing raw data, thus preserving privacy. Yang et al. (2019) highlight the advantages of federated 
learning in enabling privacy-preserving data analysis in healthcare. 

 

5. Compliance with Regulations 
 

HIPAA and GDPR: Compliance with regulations like the Health Insurance Portability and Accountability Act 

(HIPAA) and the General Data Protection Regulation (GDPR) is critical for legal and ethical data management. 

Studies by Rothstein (2018) underscorethe importance of adhering to these regulations to protect patient rights 

and ensure data security. 

 

6. Challenges and Future Directions 
 

Scalability and Performance: As the volume of medical data grows, ensuring the scalability and performance 

of cloudlet-basedsystems is a major challenge. Research by Chen et al. (2021) suggests optimizing 

computational resources and developing more efficient data processing algorithms to address this issue. 

Interoperability: Achieving interoperability between different healthcare systems and cloudlet platforms 

remains a significant hurdle. Interoperability standards and protocols are necessaryto facilitate seamless data 

exchange, as discussed by Dinh et al. (2019). 

 

Advanced Threats: Emerging threats such as advanced persistent threats (APTs) and sophisticated malware 

require continuous updates to security mechanisms. Future research should focus on developing adaptive 

security measures to counter these evolvingthreats. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 4: Structure of service models 
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7. Challenges and Future Directions 

Scalability and Performance: As the volume of medical data grows, ensuring the scalability and performance 

of cloudlet-basedsystems is a major challenge. Research by Chen et al. (2021) suggests optimizing 

computational resources and developing more efficient data processing algorithms to address this issue. 

 

Interoperability: Achieving interoperability between different healthcare systems and cloudlet platforms 

remains a significant hurdle. Interoperability standards and protocols are necessaryto facilitate seamless data 

exchange, as discussed by Dinh et al. (2019). 

 

Advanced Threats: Emerging threats such as advanced persistent threats (APTs) and sophisticated malware 

require continuous updates to security mechanisms. Future research should focus on developing adaptive 

security measures to counter these evolvingthreat. 
III METHODOLOGY 
The methodology for privacy protection and intrusion avoidance in cloudlet-based medical data sharing 

involves designing a decentralized cloudlet infrastructure to minimize latency and enhance data processing 

efficiency. Data encryption is applied both atrest (using algorithms like AES-256) and in transit (using 

protocols like TLS). Access control mechanisms, such as role-based and attribute- based access control, manage 

permissions securely, while multi-factor authentication adds an additional layer of security. Real-time 

monitoring and intrusion detection/prevention systems are employed to detect and mitigate threats promptly. 

Data anonymization and de-identification techniques protect patient privacy, and secure data sharing is 

facilitated through blockchain and federated learning. Compliance with regulations like HIPAA and GDPR 

ensures that all data handling practices meet legal andethical standards. 

Figure 4: Landmarks in the Hand 
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3.1 Input 

The input for privacy protection and intrusion avoidance in cloudlet-based medical data sharing includes 

patient medical records, diagnostic images, and real-time data from medical devices. These inputs are 

transmitted to cloudlets for processing and storage, requiring robust encryption both at rest and in transit to 

ensure confidentiality. Additionally, user credentials and access permissions are input to enforce strict role-

based and attribute-based access control. Real-time network traffic data is continuously monitored for intrusion 

detection and prevention, while anonymization and de-identification processes are applied to the medical data to 

protect patient privacy before it is shared or analyzed. Compliance data related to regulations such as HIPAA 

and GDPR is also integrated to ensure legal adherence. 

 
3.2 Output 

The output of privacy protection and intrusion avoidance in cloudlet-based medical data sharing includes 

securely stored and transmitted medical data, ensuring that patient information remains confidential and intact. 

Access logs and audit trails are generated, detailing who accessed what data and when, facilitating compliance 

and accountability. Alerts and reports from real-time monitoring systems and intrusion detection/prevention 

systems provide insights into potential security threats and breaches, allowing for prompt action. Additionally, 

anonymized and de-identified datasets are made available for research and analysis, ensuring that patient 

privacy is maintained. Overall, the system outputs ensure secure, compliant, and efficient sharing and utilization 

of medical data. 
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Fig 5: Sequence diagram of owner 

Fig 6: Use case diagram of user 

 

 

 

III RESULTS 

The result of implementing privacy protection and intrusion avoidance in cloudlet-based medical data sharing is 

a secure, efficient, and compliant system for handling sensitive medical information. Patient data remains 

confidential and protected from unauthorized access through robust encryption, access control mechanisms, and 

continuous real-time monitoring. Intrusion detection and prevention systems effectively identify and mitigate 

potential security threats, maintaining data integrity. The system ensures regulatory compliance with standards 

such as HIPAA and GDPR, fostering trust among patients and healthcare providers. Additionally, the 

availability of anonymized and de-identified data supports valuable medical research and analysis without 

compromising patient privacy. This comprehensive approach ultimately enhances the reliability and safety of 

medical data sharing and processing within the healthcare ecosystem. 
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Figure 7: Cloud Logig 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 8: Activity diagram 
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Figure 9: Cloud Home 

 

IV DISCUSSION 

 

The discussion of privacy protection and intrusion avoidance for cloudlet-based medical data sharing 

encompasses several critical aspects, highlighting both the strengths and challenges of current 

methodologies. 

 

Strengths: 

 

1. Enhanced Security through Encryption: Utilizing advanced encryption algorithms like AES-256 for 

data at rest and TLS for data in transit ensures that medical information remains confidential and secure 

from unauthorized access and interception. 

 

2. Effective Access Control: Implementing role-based and attribute-based access control mechanisms 

restricts data access to authorized users only, minimizing the risk of data breaches. 

3. Real-Time Threat Detection: Intrusion detection and prevention systems, along with continuous real-time 

monitoring, are vital for identifying and responding to suspicious activities promptly, thus preventing 

potential security incidents. 

4. Privacy through Anonymization: Data anonymization and de-identification techniques safeguard patient 
privacy while allowing data to be used for research and analysis. This balance is crucial for advancing 

medical knowledge without compromising individual privacy. 

5. Compliance with Regulations: Ensuring that systems adhere to regulations like HIPAA and GDPR not 

only protects patient rights but also builds trust among users and stakeholders in the healthcare system. 

 

Challenges: 

 

1. Scalability: As the volume of medical data grows, maintaining the scalability of cloudlet-based systems 

while ensuring robust security measures remains a significant challenge. Efficient resource management 

and optimization techniques are needed to handle increasing data loads. 

2. Interoperability: Achieving seamless interoperability between different healthcare systems and cloudlet 

platforms is essential for efficient data sharing but remains a complex issue. Standardized protocols and 

frameworks are necessary to facilitate smooth data exchange. 

3. Emerging Threats: The evolving nature of cyber threats, including advanced persistent threats (APTs) and 
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sophisticated malware, requires constant updates and advancements in security measures. Adaptive and 
proactive security strategies are essential to stayahead of potential threats. 

4. Performance Overheads: Implementing comprehensive security measures, including encryption and real-

time monitoring, can introduce performance overheads. Balancing security with system performance and user 

experience is crucial. 

5. User Compliance and Training: Ensuring that users adhere to security protocols and are adequately 

trained in privacy practices is vital for the effectiveness of any security system. Human error and 

negligence can undermine even the most robust technical measures. 

 

Future Directions: 

 

1. Advanced AI and Machine Learning: Leveraging AI and machine learning for threat detection and 

response can enhance the capabilities of intrusion detection systems, enabling them to identify and mitigate 

threats more effectively. 

2. Block chain for Enhanced Security: Further exploration of block chain technology for secure and 

transparent data sharing could provide additional layers of security and trust. 

3. Federated Learning: Expanding the use of federated learning can facilitate collaborative medical research 

without compromising patient privacy, promoting innovation in healthcare. 

4. Policy and Framework Development: Developing comprehensive policies and frameworks that address 

the dynamic nature of cyber threats and evolving privacy concerns is essential for future-proofing cloudlet-

based medical data sharing systems. 

 
V CONCLUSION 

In conclusion, privacy protection and intrusion avoidance for cloudlet-based medical data sharing are 

critical for ensuring the secure and efficient handling of sensitive healthcare information. By employing 

advanced encryption techniques, stringent access controls, real-time monitoring, and intrusion detection 

systems, these systems effectively safeguard patient data from unauthorized access and breaches. 

Techniques such as data anonymization and de-identification further protect individual privacy while 

facilitating valuable medical research and analysis. Compliance with regulations like HIPAA and GDPR 

underscores the importance of legal and ethical standards in maintaining trust and protecting patient rights. 

Despite these advancements, challenges related to scalability, interoperability, emerging threats, and 

performance overheads persist. Addressing these issues through ongoing research, technological 

innovation, and comprehensive policies is essential for enhancing the robustness and resilience of cloudlet-

based medical data sharing systems. Ultimately, a balanced approach that integrates technical solutions 

with regulatory compliance and user education will be keyto achieving effective privacyprotection and 

intrusion avoidance in this evolving field. 

 
VI FUTURE SCOPE 

The future scope of privacy protection and intrusion avoidance for cloudlet-based medical data sharing 

involves advancing technologies and methodologies to address evolving challenges. This includes 

adopting post-quantum cryptography to safeguard against potential quantum computing threats and 

leveraging homomorphic encryption for secure data processing. Integrating block chain technology can 

enhance data integrity and transparency, while federated learning and privacy-preserving analytics offer 

ways to collaborate and analyse data without compromising individual privacy. Improving interoperability 

through standardized protocols and evolving regulatory frameworks will facilitate secure and seamless data 

exchange across systems. Additionally, investing in user education and awareness, optimizing resource 

management, and incorporating edge computing will address scalability and performance issues. These 

advancements will collectively enhance the robustness, efficiency, and privacy of medical data sharing, 

ensuring a secure and compliant healthcare ecosystem. 
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